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What you don’t know can bite youWhat you don’t know can bite you
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Inaccurate InformationInaccurate Information

ww People rely on Tunisian government sponsored site People rely on Tunisian government sponsored site 
www.amnestywww.amnesty--international.orginternational.org to learn about North to learn about North 
Africa’s human rights issuesAfrica’s human rights issues

ww Amazon.com headings “Destined for Greatness” and Amazon.com headings “Destined for Greatness” and 
“What We’re Reading”, if fully disclosed would read “What We’re Reading”, if fully disclosed would read 
“What We’re Paid to Say We’re Reading”“What We’re Paid to Say We’re Reading”

ww Teenager earns $273,000 from afterTeenager earns $273,000 from after--school hobby school hobby ––
Online Stock FraudOnline Stock Fraud

ww Underground caves and Underground caves and 
hot springs in Mankato, hot springs in Mankato, 
MinnesotaMinnesota
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Cost of Relying on Inaccurate InformationCost of Relying on Inaccurate Information
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Mistrust of Online InformationMistrust of Online Information

0 10 20 30 40 50 60 70 80

Percentage

Security of their credit cards Security of their credit cards –– 79%79%

Use of their personal information Use of their personal information –– 77%77%

Suitability of merchandise Suitability of merchandise –– 65%65%

Cost shipping and handling Cost shipping and handling –– 55%55%

Practices of online merchants Practices of online merchants –– 48%48%

EE--shopping sites shopping sites –– 40%40%

PriceWaterhouseCoopers
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Lack of Trust #1 Barrier to eLack of Trust #1 Barrier to e--CommerceCommerce

Lack of Security/Trust

Privacy

Availability of Content

Lack of Standards/
Infrastructure

Social Acceptance

Don’t Understand 
Potential

Organizational Barriers

Reg. Constraints 
e.g. Digital Sign

Source: Giga Information Group/ AD  Little
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ee--business Applications are Customer Facingbusiness Applications are Customer Facing

0%0% 10%10% 20%20% 30%30% 40%40% 50%50% 60%60% 70%70% 80%80% 90%90% 100%100%
MarketingMarketing

Cust Svce & SupportCust Svce & Support

Sales (direct)Sales (direct)

HRHR

Finance/AccountingFinance/Accounting

R&DR&D

ProcurementProcurement

Distrib & Logistics Mgmt.Distrib & Logistics Mgmt.

Sales (indirect)Sales (indirect)

Investor ManagementInvestor Management

Inventory ManagementInventory Management

Supplier ManagementSupplier Management

Tax, Legal & RegulatoryTax, Legal & Regulatory

ManufacturingManufacturing Source: Meta Group, 1999 e-business/e-Commerce Study, September 1999
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Erosion of ConfidenceErosion of Confidence

67% of online 67% of online 
users less likely users less likely 
to make a to make a 
purchase onlinepurchase online

@plan Internet Inc.@plan Internet Inc.
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Potential Impact of Loss of ConfidencePotential Impact of Loss of Confidence

2000
2004

40% Inhibited by
Privacy Concerns

Projected

•• 60% Canadians look 60% Canadians look 
for Privacy Policyfor Privacy Policy

•• 60% Canadians 60% Canadians 
mistrust compliance mistrust compliance 
with Privacy Policywith Privacy Policy
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Security/Trust:  sources of confidenceSecurity/Trust:  sources of confidence
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Security vs. TrustSecurity vs. Trust

Security protectsSecurity protects
ww Mitigates riskMitigates risk

ww Retention strategyRetention strategy

ww ReliabilityReliability

ww Inhibits information flowInhibits information flow

ww Limits choiceLimits choice

Trust empowersTrust empowers
ww Removes riskRemoves risk

ww Growth strategyGrowth strategy

ww AccuracyAccuracy

ww Promotes decisionPromotes decision--makingmaking

ww Creates opportunitiesCreates opportunities



E  L  E  C  T  R  O  N  I  C S  E  C  U  R  I  T  Y & P  R  I  V  A  C  Y 2 0 0 1

R
Trust:  beyond securityTrust:  beyond security

IntegrityIntegrity

AvailabilityAvailability

AccuracyAccuracy

ConfidentialityConfidentiality

SecuritySecurity

TrustTrust

•• IP infringementIP infringement

•• EavesdroppingEavesdropping

•• Denial of Denial of 
serviceservice

•• ErrorsErrors

•• FraudFraud

•• Denial of Denial of 
transactiontransaction
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Trust:  what you know to be trueTrust:  what you know to be true

Dictionary DefinitionsDictionary Definitions
ww "Trust" is akin to "true" and "faithful";"Trust" is akin to "true" and "faithful";
ww Trust is assured reliance on the Trust is assured reliance on the 

character, ability, strength, or truth of character, ability, strength, or truth of 
someone or something;someone or something;

ww A trusted party is one in which A trusted party is one in which 
confidence is placed.confidence is placed.

Information Theory DefinitionsInformation Theory Definitions
ww Trust is what you know to be true;Trust is what you know to be true;
ww Trust is that which is essential to a Trust is that which is essential to a 

communication channel, but which communication channel, but which 
cannot be transferred from a source cannot be transferred from a source 
to a destination using that channel.  to a destination using that channel.  
(Ed(Ed GerckGerck, Internet security expert), Internet security expert)

ww Information is what you learn that Information is what you learn that 
surprises you, because you did not surprises you, because you did not 
know it before.  Information is know it before.  Information is 
therefore inherently not trusted.therefore inherently not trusted.

DestinationDestination SourceSource

TrustTrust

22ndnd

ChannelChannel

InformationInformation
DestinationDestination SourceSource

TrustTrust

22ndnd

ChannelChannel

InformationInformation

Trust = Acceptable RiskTrust = Acceptable Risk
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Trust FrameworkTrust Framework
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Trust Framework as Enabler of TrustTrust Framework as Enabler of Trust

DestinationDestination SourceSource

TrustTrust
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ChannelChannel

InformationInformation
DestinationDestination SourceSource

TrustTrust
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Extrinsic and Intrinsic Sources of Trust Extrinsic and Intrinsic Sources of Trust 

Intrinsic sourcesIntrinsic sources
(witness or verifier)(witness or verifier)

Extrinsic SourcesExtrinsic Sources

(authority or expert)(authority or expert)
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TimeTime
Studio Archetype and Cheskin  Research
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Services that Establish and Ensure TrustServices that Establish and Ensure Trust

Trust Ensuring ServicesTrust Ensuring Services
ww GovernanceGovernance

ww AssuranceAssurance

ww Risk Mitigation and InfrastructureRisk Mitigation and Infrastructure

Trust Establishing ServicesTrust Establishing Services
ww Witness Related ServicesWitness Related Services

ww Expert/Authority ServicesExpert/Authority Services

ww Introduction ServicesIntroduction Services
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The Foundation for TrustThe Foundation for Trust

SecuritySecurity

PrivacyPrivacy

TrustTrustTrustTrust
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Canadian Framework of Principles for Canadian Framework of Principles for 
Consumer ProtectionConsumer Protection

Trust Ensuring ServicesTrust Ensuring Services
ww GovernanceGovernance

ww Respect for CSA Model Code of Respect for CSA Model Code of 
Protection of Privacy PrinciplesProtection of Privacy Principles

ww RedressRedress

ww AssuranceAssurance
ww Contract FormationContract Formation
ww Liability ProtectionLiability Protection

ww Risk Mitigation and InfrastructureRisk Mitigation and Infrastructure
ww Security of Payment and Personal Security of Payment and Personal 

InformationInformation

Trust Establishing ServicesTrust Establishing Services
ww Witness Related ServicesWitness Related Services

ww Unsolicited Commercial EUnsolicited Commercial E--mailmail

ww Expert/Authority ServicesExpert/Authority Services
ww Information ProvisionInformation Provision
ww Consumer AwarenessConsumer Awareness

ww Introduction ServicesIntroduction Services
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CheskinCheskin Research:  Trust Requirement Research:  Trust Requirement 
Highlights within Trust FrameworkHighlights within Trust Framework

Trust Ensuring ServicesTrust Ensuring Services
ww GovernanceGovernance

ww Rules for information protectionRules for information protection
ww Privacy protection by governmentPrivacy protection by government
#4 Fulfillment#4 Fulfillment
ww RecourseRecourse
ww Return policyReturn policy

ww AssuranceAssurance

ww Risk Mitigation and InfrastructureRisk Mitigation and Infrastructure
ww Security of IdentitySecurity of Identity
ww Security of MoneySecurity of Money
#6 Current Technology#6 Current Technology

Trust Establishing ServicesTrust Establishing Services
ww Witness Related ServicesWitness Related Services

#3 Navigation#3 Navigation
#4 Fulfillment#4 Fulfillment

ww Expert/Authority ServicesExpert/Authority Services
#1 Seals of Approval#1 Seals of Approval
ww Known merchant sealsKnown merchant seals
ww Security & Privacy sealsSecurity & Privacy seals
#2 Brand#2 Brand
#6 Presentation#6 Presentation
ww Security and Privacy policies on web Security and Privacy policies on web 

sitessites
ww Privacy opt in/out offersPrivacy opt in/out offers
ww Regional perspectivesRegional perspectives

ww Introduction ServicesIntroduction Services
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eBayeBay.com.com



E  L  E  C  T  R  O  N  I  C S  E  C  U  R  I  T  Y & P  R  I  V  A  C  Y 2 0 0 1

R

eBayeBay.com Services that Establish and Ensure .com Services that Establish and Ensure 
TrustTrust

Trust Ensuring ServicesTrust Ensuring Services
ww GovernanceGovernance

ww Policies (comprehensive)Policies (comprehensive)
ww SafeHarborSafeHarbor investigationsinvestigations
ww Disallowed productsDisallowed products
ww SquareTrade SquareTrade dispute resolutiondispute resolution
ww VeRO VeRO notice of IP infringement notice of IP infringement 

ww AssuranceAssurance
ww User AgreementUser Agreement
ww Fraud Protection InsuranceFraud Protection Insurance

ww Risk Mitigation and InfrastructureRisk Mitigation and Infrastructure
ww Industry practices (SSL, etc.)Industry practices (SSL, etc.)

Trust Establishing ServicesTrust Establishing Services
ww Witness Related ServicesWitness Related Services

ww Feedback ForumFeedback Forum
ww TradenableTradenable escrowescrow
ww Product authenticationProduct authentication

ww Expert/Authority ServicesExpert/Authority Services
ww ID Verify from EquifaxID Verify from Equifax
ww Product Opinions & GradingProduct Opinions & Grading
ww Product AppraisalsProduct Appraisals
ww Privacy PolicyPrivacy Policy
ww TRUSTe TRUSTe sealseal

ww Introduction ServicesIntroduction Services
ww Identify reliable providers of feedbackIdentify reliable providers of feedback
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Trust Decisions to Complete a TransactionTrust Decisions to Complete a Transaction

ww DiscoveryDiscovery
ww IdentityIdentity
ww Value of goods/servicesValue of goods/services
ww Vendor reliabilityVendor reliability
ww Rules of engagementRules of engagement
ww Credit worthinessCredit worthiness
ww Authorization to commitAuthorization to commit

ww Negotiation & OrderNegotiation & Order
ww Product fitProduct fit
ww Negotiation criteriaNegotiation criteria
ww Cultural issuesCultural issues
ww Quality assuranceQuality assurance
ww Viability of sellerViability of seller
ww Applicable exchange rateApplicable exchange rate
ww Order verificationOrder verification

ww FulfillmentFulfillment
ww Customer servicesCustomer services
ww Shipper reliabilityShipper reliability
ww Transfer of responsibilityTransfer of responsibility
ww Quality controlQuality control
ww Applicable standardsApplicable standards
ww Tariffs & customsTariffs & customs

ww Settlement & ComplianceSettlement & Compliance
ww Governing lawsGoverning laws
ww AgreementAgreement
ww Payment methodPayment method
ww NonNon--compliance protectioncompliance protection
ww DisputesDisputes
ww RecourseRecourse
ww Transaction reversalTransaction reversal
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Trusted Seals OnlineTrusted Seals Online
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Gomez.com Computer Vendor RatingGomez.com Computer Vendor Rating
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Expert/Authority:  Gomez.comExpert/Authority:  Gomez.com
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Gomez.com Service for Establishing and Gomez.com Service for Establishing and 
Ensuring TrustEnsuring Trust

Trust Ensuring ServicesTrust Ensuring Services
ww GovernanceGovernance
ww AssuranceAssurance

ww Satisfaction guarantee 30 days+Satisfaction guarantee 30 days+

ww Risk Mitigation and InfrastructureRisk Mitigation and Infrastructure
ww Shopping cart technology w. totalsShopping cart technology w. totals
ww Secure server transactionsSecure server transactions

Trust Establishing ServicesTrust Establishing Services
ww Witness Related ServicesWitness Related Services

ww Site failure <5%Site failure <5%
ww Responds to eResponds to e--mail <24 hoursmail <24 hours
ww Site performance > industry avg.Site performance > industry avg.

ww Expert/Authority ServicesExpert/Authority Services
ww *FTC and BBB*FTC and BBB
ww *Accepts multiple credit cards*Accepts multiple credit cards
ww Publishes Privacy policyPublishes Privacy policy
ww States will not sell customer dataStates will not sell customer data
ww Publishes Return policyPublishes Return policy
ww Publishes FAQ/HelpPublishes FAQ/Help
ww Sell/buy gift certificates onlineSell/buy gift certificates online
ww Offers live technical supportOffers live technical support

ww Introduction ServicesIntroduction Services
Verification
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Trust Decisions Supported by Gomez.comTrust Decisions Supported by Gomez.com

ww DiscoveryDiscovery
ww IdentityIdentity
ww Value of goods/servicesValue of goods/services
ww Vendor reliabilityVendor reliability
ww Rules of engagementRules of engagement
ww Credit worthinessCredit worthiness
ww Authorization to commitAuthorization to commit

ww Negotiation & OrderNegotiation & Order
ww Product fitProduct fit
ww Negotiation criteriaNegotiation criteria
ww Cultural issuesCultural issues
ww Quality assuranceQuality assurance
ww Viability of sellerViability of seller
ww Applicable exchange rateApplicable exchange rate
ww Order verificationOrder verification

ww FulfillmentFulfillment
ww Customer servicesCustomer services
ww Shipper reliabilityShipper reliability
ww Transfer of responsibilityTransfer of responsibility
ww Quality controlQuality control
ww Applicable standardsApplicable standards
ww Tariffs & customsTariffs & customs

ww Settlement & ComplianceSettlement & Compliance
ww Governing lawsGoverning laws
ww AgreementAgreement
ww Payment methodPayment method
ww NonNon--compliance protectioncompliance protection
ww DisputesDisputes
ww RecourseRecourse
ww Transaction reversalTransaction reversal

Verification
Decision Initiation

Identity

C
ontext

Q
ua

lif
ic

at
io

n

Aggregation

T
ru

st
 

R
e

fi
n

e
m

e
n

t

R
isk 

R
efinem

entEnsure 
Trust

Establish 
Trust

Risk Management

Security 
& 

Infrastructure

Remedies

Context

T i m e

T i m e

T r u s t T r u s t

Distance T r u s t

T r u s t



E  L  E  C  T  R  O  N  I  C S  E  C  U  R  I  T  Y & P  R  I  V  A  C  Y 2 0 0 1

R
Witness:  Witness:  BizRateBizRate.com.com
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BizRateBizRate.com Service for Establishing and .com Service for Establishing and 
Ensuring TrustEnsuring Trust

Trust Ensuring ServicesTrust Ensuring Services
ww GovernanceGovernance

ww AssuranceAssurance

ww Risk Mitigation and InfrastructureRisk Mitigation and Infrastructure

Trust Establishing ServicesTrust Establishing Services
ww Witness Related ServicesWitness Related Services

ww Ease of orderingEase of ordering
ww Product selectionProduct selection
ww Product informationProduct information
ww PricePrice
ww Website performanceWebsite performance
ww OnOn--time deliverytime delivery
ww Product presentationProduct presentation
ww Customer supportCustomer support
ww Order trackingOrder tracking
ww Shipping & HandlingShipping & Handling

ww Expert/Authority ServicesExpert/Authority Services
ww Introduction ServicesIntroduction Services
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Trust Decisions Supported by Trust Decisions Supported by BizRateBizRate.com.com

ww DiscoveryDiscovery
ww IdentityIdentity
ww Value of goods/servicesValue of goods/services
ww Vendor reliabilityVendor reliability
ww Rules of engagementRules of engagement
ww Credit worthinessCredit worthiness
ww Authorization to commitAuthorization to commit

ww Negotiation & OrderNegotiation & Order
ww Product fitProduct fit
ww Negotiation criteriaNegotiation criteria
ww Cultural issuesCultural issues
ww Quality assuranceQuality assurance
ww Viability of sellerViability of seller
ww Applicable exchange rateApplicable exchange rate
ww Order verificationOrder verification

ww FulfillmentFulfillment
ww Customer servicesCustomer services
ww Shipper reliabilityShipper reliability
ww Transfer of responsibilityTransfer of responsibility
ww Quality controlQuality control
ww Applicable standardsApplicable standards
ww Tariffs & customsTariffs & customs

ww Settlement & ComplianceSettlement & Compliance
ww Governing lawsGoverning laws
ww AgreementAgreement
ww Payment methodPayment method
ww NonNon--compliance protectioncompliance protection
ww DisputesDisputes
ww RecourseRecourse
ww Transaction reversalTransaction reversal
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Witness:  Witness:  ePublicEyeePublicEye.com.com
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ePublicEyeePublicEye.com Service for Establishing and .com Service for Establishing and 
Ensuring TrustEnsuring Trust

Trust Ensuring ServicesTrust Ensuring Services
ww GovernanceGovernance

ww AssuranceAssurance

ww Risk Mitigation and InfrastructureRisk Mitigation and Infrastructure

Trust Establishing ServicesTrust Establishing Services
ww Witness Related ServicesWitness Related Services

ww Management AccessibilityManagement Accessibility
ww Payment ProcessPayment Process
ww Satisfaction with ClaimsSatisfaction with Claims
ww OnOn--time Deliverytime Delivery
ww Customer SupportCustomer Support
ww Comparative PricesComparative Prices
ww Ease of Returns/RefundsEase of Returns/Refunds
ww Privacy ExperiencePrivacy Experience
ww Customer LoyaltyCustomer Loyalty
ww Safety BasisSafety Basis

ww Expert/Authority ServicesExpert/Authority Services
ww Privacy PolicyPrivacy Policy
ww Assurance LevelAssurance Level

ww Introduction ServicesIntroduction Services
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Trust Value of Witness vs. Expert/AuthorityTrust Value of Witness vs. Expert/Authority
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Trust Decisions Supported by Trust Decisions Supported by 
ePublicEyeePublicEye.com.com

ww DiscoveryDiscovery
ww IdentityIdentity
ww Value of goods/servicesValue of goods/services
ww Vendor reliabilityVendor reliability
ww Rules of engagementRules of engagement
ww Credit worthinessCredit worthiness
ww Authorization to commitAuthorization to commit

ww Negotiation & OrderNegotiation & Order
ww Product fitProduct fit
ww Negotiation criteriaNegotiation criteria
ww Cultural issuesCultural issues
ww Quality assuranceQuality assurance
ww Viability of sellerViability of seller
ww Applicable exchange rateApplicable exchange rate
ww Order verificationOrder verification

ww FulfillmentFulfillment
ww Customer servicesCustomer services
ww Shipper reliabilityShipper reliability
ww Transfer of responsibilityTransfer of responsibility
ww Quality controlQuality control
ww Applicable standardsApplicable standards
ww Tariffs & customsTariffs & customs

ww Settlement & ComplianceSettlement & Compliance
ww Governing lawsGoverning laws
ww AgreementAgreement
ww Payment methodPayment method
ww NonNon--compliance protectioncompliance protection
ww DisputesDisputes
ww RecourseRecourse
ww Transaction reversalTransaction reversal
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Consolidated Services for Establishing and Consolidated Services for Establishing and 
Ensuring Trust in CDWEnsuring Trust in CDW

Trust Ensuring ServicesTrust Ensuring Services
ww GovernanceGovernance
ww AssuranceAssurance

ww Satisfaction guarantee 30 days+Satisfaction guarantee 30 days+

ww Risk Mitigation and InfrastructureRisk Mitigation and Infrastructure
ww Shopping cart technology w. totalsShopping cart technology w. totals
ww Secure server transactionsSecure server transactions

Trust Establishing ServicesTrust Establishing Services
ww Witness Related ServicesWitness Related Services

ww Website performanceWebsite performance
ww Site failure <5%Site failure <5%
ww Customer supportCustomer support
ww Management AccessibilityManagement Accessibility
ww Responds to eResponds to e--mail <24 hoursmail <24 hours
ww Product selectionProduct selection
ww Product informationProduct information
ww PricePrice
ww Ease of orderingEase of ordering
ww Order trackingOrder tracking
ww Shipping & HandlingShipping & Handling
ww OnOn--time Deliverytime Delivery
ww Payment ProcessPayment Process
ww Satisfaction with ClaimsSatisfaction with Claims
ww Ease of Returns/RefundsEase of Returns/Refunds
ww Privacy ExperiencePrivacy Experience
ww Customer LoyaltyCustomer Loyalty
ww Safety BasisSafety Basis

ww Expert/Authority ServicesExpert/Authority Services
ww *FTC and BBB*FTC and BBB
ww *Accepts multiple credit cards*Accepts multiple credit cards
ww Publishes Privacy policyPublishes Privacy policy
ww States will not sell customer dataStates will not sell customer data
ww Publishes Return policyPublishes Return policy
ww Publishes FAQ/HelpPublishes FAQ/Help
ww Sell/buy gift certificates onlineSell/buy gift certificates online
ww Offers live technical supportOffers live technical support
ww Privacy PolicyPrivacy Policy
ww Assurance LevelAssurance Level

ww Introduction ServicesIntroduction Services
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Consolidated Trust Decisions Supported for Consolidated Trust Decisions Supported for 
CDWCDW

ww DiscoveryDiscovery
ww IdentityIdentity
ww Value of goods/servicesValue of goods/services
ww Vendor reliabilityVendor reliability
ww Rules of engagementRules of engagement
ww Credit worthinessCredit worthiness
ww Authorization to commitAuthorization to commit

ww Negotiation & OrderNegotiation & Order
ww Product fitProduct fit
ww Negotiation criteriaNegotiation criteria
ww Cultural issuesCultural issues
ww Quality assuranceQuality assurance
ww Viability of sellerViability of seller
ww Applicable exchange rateApplicable exchange rate
ww Order verificationOrder verification

ww FulfillmentFulfillment
ww Customer servicesCustomer services
ww Shipper reliabilityShipper reliability
ww Transfer of responsibilityTransfer of responsibility
ww Quality controlQuality control
ww Applicable standardsApplicable standards
ww Tariffs & customsTariffs & customs

ww Settlement & ComplianceSettlement & Compliance
ww Governing lawsGoverning laws
ww AgreementAgreement
ww Payment methodPayment method
ww NonNon--compliance protectioncompliance protection
ww DisputesDisputes
ww RecourseRecourse
ww Transaction reversalTransaction reversal
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PKI Services for Establishing and Ensuring PKI Services for Establishing and Ensuring 
TrustTrust

Trust Ensuring ServicesTrust Ensuring Services
ww GovernanceGovernance

ww PKI allocates roles and obligations PKI allocates roles and obligations 
between all PKI participantsbetween all PKI participants

ww AssuranceAssurance
ww PKI guarantees the accuracy of the PKI guarantees the accuracy of the 

certificatecertificate

ww Risk Mitigation and InfrastructureRisk Mitigation and Infrastructure
ww PKI reduces security and transaction PKI reduces security and transaction 

risksrisks

Trust Establishing ServicesTrust Establishing Services
ww Witness Related ServicesWitness Related Services

ww PKI validates current status of PKI validates current status of 
certificatescertificates

ww Expert/AuthorityExpert/Authority
ww PKI establishes trust in the authenticity PKI establishes trust in the authenticity 

of all partiesof all parties

ww IntroductionIntroduction
ww PKI introduces certificate holders to PKI introduces certificate holders to 

each othereach other

Verification
Decision Initiation

Identity

C
ontext

Q
ua

lif
ic

at
io

n

Aggregation

Tr
us

t 
R

ef
ine

m
en

t
R

isk 
R

e
fin

e
m

e
n

t

Ensure 
Trust

Establish 
Trust

Risk Management

S
e

cu
rity 

&
 

In
fra

stru
ctu

re

Remedies

Context

Time

Time

Trust Trust

Distance Trust

Trust



E  L  E  C  T  R  O  N  I  C S  E  C  U  R  I  T  Y & P  R  I  V  A  C  Y 2 0 0 1

R

Verification
Decision Initiation

Identity

C
ontext

Q
ua

lif
ic

at
io

n

Aggregation

T
r

u
s

t 
R

e
fi

n
e

m
e

n
t

R
i

s
k

 
R

e
f

i
n

e
m

e
n

t

Ensure 
Trust

Establish 
Trust

Risk Management

S
e

c
u

rity
 

&
 

In
fra

s
tru

c
tu

re

Remedies

Context

Time

Time

Trust Trust

Distance Trust

Trust

Trust Decisions Supported by a PKITrust Decisions Supported by a PKI

DiscoveryDiscovery
ww IdentityIdentity
ww Value of goods/servicesValue of goods/services
ww Vendor reliabilityVendor reliability
ww Rules of engagementRules of engagement
ww Credit worthinessCredit worthiness
ww Authorization to commitAuthorization to commit

Negotiation & OrderNegotiation & Order
ww Product fitProduct fit
ww Negotiation criteriaNegotiation criteria
ww Cultural issuesCultural issues
ww Quality assuranceQuality assurance
ww Viability of sellerViability of seller
ww Applicable exchange rateApplicable exchange rate
ww Order verificationOrder verification

FulfillmentFulfillment
ww Customer servicesCustomer services
ww Shipper reliabilityShipper reliability
ww Transfer of responsibilityTransfer of responsibility
ww Quality controlQuality control
ww Applicable standardsApplicable standards
ww Tariffs & customsTariffs & customs

Settlement & ComplianceSettlement & Compliance
ww Governing lawsGoverning laws
ww AgreementAgreement
ww Payment methodPayment method
ww NonNon--compliance protectioncompliance protection
ww DisputesDisputes
ww RecourseRecourse
ww Transaction reversalTransaction reversal
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PKI and PrivacyPKI and Privacy

ww Confidentiality services Confidentiality services 
protect privacyprotect privacy

ww IdentityIdentity authentication authentication 
services disclose behaviorservices disclose behavior

Good NewsGood News Bad NewsBad News

Privacy requires a PKI that protects the Privacy requires a PKI that protects the anonymityanonymity of contentof content
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Your Opportunity:  to know it will bite youYour Opportunity:  to know it will bite you

On the Internet everyone knows if you are a dog.
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IBM Global Services Offerings & CapabilitiesIBM Global Services Offerings & Capabilities

ww Trust, PKI, Privacy, and Security ServicesTrust, PKI, Privacy, and Security Services

RunRunImplementImplementDesignDesignPlanPlanAssessAssess

Trust
PKI
Privacy
Security

• Workshop, Strategy
& Requirements

• Trust
• PKI
• Privacy
• security

• Policy Definition
• Trust
• PKI
• Privacy
• Security

• Process Develop.
• Trust
• PKI
• Privacy
• Security

• Awareness & 
Training

• Trust
• PKI
• Privacy
• Security

• Architectures & 
Solution Design

• Trust
• Privacy
• PKI
• Security

Prod Selection
& Implementation
• Trust
• PKI
• Privacy
• Security

Hosting

Intrusion 
Detection

Incident 
Management

Security 
Integrity & 
Advisories

Managed 
Firewall

Virus services
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Questions?Questions?

Alex ToddAlex Todd
Senior Trust Solutions ConsultantSenior Trust Solutions Consultant
Global Trust Acceleration CenterGlobal Trust Acceleration Center

IBM Global ServicesIBM Global Services
atoddatodd@ca.@ca.ibmibm.com.com

416416--410410--47544754
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ePostePost.ca Services used to Establish and .ca Services used to Establish and 
Ensure TrustEnsure Trust

Trust Ensuring ServicesTrust Ensuring Services
ww GovernanceGovernance
ww AssuranceAssurance
ww Risk Mitigation and InfrastructureRisk Mitigation and Infrastructure

ww EncryptionEncryption
ww FirewallsFirewalls

Trust Establishing ServicesTrust Establishing Services
ww Witness Related ServicesWitness Related Services
ww Expert/Authority ServicesExpert/Authority Services

ww Electronic Postmark Electronic Postmark -- securitysecurity
ww Brand (banks/Canada Post)Brand (banks/Canada Post)
ww Privacy policiesPrivacy policies
ww Opt in/out controlOpt in/out control
ww Privacy sealsPrivacy seals

ww Introduction ServicesIntroduction Services
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