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“On the Internet, nobody knows you're a dog.”
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What you don‘t Knew: cen




Inaccurate Infeormation

Underground caves and
hot springs in Mankato,
Minnesota

People rely on Tunisian government sponsored site

WWW.amnesty-international.org to learn about North
Africa’s human rights issues

Amazon.com headings “Destined for Greatness” and
“What We’re Reading”, if fully disclosed would read
“What We’'re Paid to Say We're Reading”

Teenager earns $273,000 from after-school hobby —
Online Stock Fraud




Cost of Relying on' Ina Jalforrnztior)

4 400
4,000
3,500
3,200
2 500
2 4010

2 000

1,600
May  June  July Aug Sept oot MNow Dec Jan Febh Mar Apr May

2000 2001
Period : May-1-2000 - May-1-2001




Mistrust of Onlinelnfermation

Percentage

PriceWaterhouseCoopers




Lack of Trust #1 BarrertoresComimerce

Lack of SecurityTrust - [
rivacy ]
Availability of Content _

Lack of Standard¢/

Social Acceptance _
Don’'t Understand
Potentia ]

Organizational Barriers _
Reg. Constraints _

e.g. Digital Sign

Source: Giga Information Group/ AD Little




e-business Applicatiensialr

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

Marketing

Inventory Management

Supplier Management

Tax, Legal & Regulatory
Manufacturing -- Source: Met

[ N N N
Cust Suce & Sunpor I O N
Sales (direct)
R I N N
. -
Finance/Accounting
n2D I N N
Procurement
u T
Distrib & Logistics Mgmt I —
Sjles (indirgect).
I N
Investor Management
I N
a Group, 1999 e-business/e-Com




Erosion of Confildence
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Potential Impact oif Loss eifConiitEnce

» 60% Canadians look
for Privacy Policy

* 60% Canadians
mistrust compliance
with Privacy Policy
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Projected

40% Inhibited by
Privacy Concerns

The Gallup Organization




Security/Trust: SOUrcES i ConicEncE:




Security vs. Trusi

Security protects Trust empowers

Mitigates risk Removes risk

Retention strategy Growth strategy

Reliability Accuracy

Inhibits information flow Promotes decision-making
Limits choice Creates opportunities




Trust: beyond security.

* Errors

e Fraud
e Denial of ACCUI’aCy

transaction Integ I’Ity

Security, o |P infringement

e Eavesdropping

Confidentiality . Denial of

service




Trust: what yeu kne

Dictionary Definitions
+  "Trust" is akin to "true" and "faithful";

» Trust is assured reliance on the
character, ability, strength, or truth of
someone or something;

A trusted party is one in which
confidence is placed.

Information Theory Definitions
» Trust is what you know to be true;

+ Trust is that which is essential to a
communication channel, but which
cannot be transferred from a source

to a destination using that channel. D N
(Ed Gerck, Internet security expert)

Information is what you learn that
surprises you, because you did not
know it before. Information is
therefore inherently not trusted.

Trust = Acceptable Risk




Verification
Decision Initiation

Refinement

Ensure
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(Ed Gerck, Internet security expert)




Trust Framework as, Enaplereitiibist

Accept Risk Reduce Risk




Intrinsic sources
(witness or verifier)

Extrinsic Sources
(authority or expert)

Studio Archetype and Cheskin Research




Services that EstanlishrancdsEnsii:

Trust Ensuring Services Trust Establishing Services
+ Governance + Witness Related Services

»+ Assurance » Expert/Authority Services
+ Risk Mitigation and Infrastructure: ¢ Introduction Services

Verification
Decision [nitiation




The Foundation o

Security




Canadian ErameweiikeitRhnclelEsNe);
Consumer Protection

Trust Ensuring Services

+ (Governance

+ Respect for CSA Model Code of
Protection of Privacy Principles

+ Redress
¢+ Assurance
+ Contract Formation
+ Liability Protection
» Risk Mitigation and Infrastructure

+ Security of Payment and Personal
Information

Ensure
Trust

Trust Establishing Services
+ \Witness Related Services
+ Unsolicited Commercial E-mail

» Expert/Authority Services
¢+ |nformation Provision
+ Consumer Awareness

+ |ntroduction Services




Cheskin Researcii: irustiReauiEnient
Highlights within hrusi Eramenwoid:

Trust Ensuring Services Trust Establishing Services

» Governance » Witness Related Services
+ Rules for information protection #3 Navigation
+ Privacy protection by government #4 Fulfillment

#4 Eulfillment » Expert/Authority Services
+ Recourse #1 Seals of Approval
+ Return policy + Known merchant seals
+ Assurance » Security & Privacy seals
#2 Brand
+ Risk Mitigation and Infrastructure #O Zrosuntiion

+  Security of Identity . gfgsurity and Privacy policies on web

+ Privacy opt in/out offers
+ Regional perspectives

+ |ntroduction Services

+ Security of Money
#6 Current Technology




eBay.com

Owverall profile makeup

299 positives, 270 are from
unique users and count toward
the final rating,

&by ID card

Member sinoe hMonday, Moy 03,
1847

jack (269)

*

Summary of Most Recent Comments

1 seutrals. 1 are from users no
longer registerad.

1 negatives, 1 are from unigue
users and count woward the final
rating.

Positive
MNearal
Megative
Total

Bid Retractions

Past T daws

-

1
0

Past monih
14
0
0
1
0

Pagt &5 mao
B
0
1
91
0

a

Auctions by jack
Mote: There is | comment that was converied to newtral hacause the commenting user 8 no longer
regigtered,

You can leave feedback for this user, Visit the Feedback Forum for more info on feedback profiles.

If you are jack (269) ¥ you can respond to comments in this Feedback Profile.

| Items 1-25 of 301 total
| 1 = [2] [3] [4] [5] [61 [7] [8] [2] [100 [11] [12] [13] {next page)

liem:
1601120586

Praise: GREAT SERVICES AND A HOMEST SELLER ON E-BAY. SUPER JOB!H! A+++ALL
THE WAY!!!

Users wail 111 1Evakoo.com (67) 7 Date: Jun-02-01 15:31:29 PDT

User: watchidmindspring.com (1254) #* Date: May-30-01 14:19:35 PDT

Praise: Prompt payment, highly recommended. A++

Item: 591335088

User: terry®88 (48) ¢ Date: May-25-01 12:43:07 PDT Item: 5365759652

Praise: Fast shipping, great communication! Wonderful seller! A+




eBay.com Senvices thiahEstanlisirane

Trust Ensuring Services

+ Governance
Policies (comprehensive)
SafeHarbor investigations
Disallowed products
SquareTrade dispute resolution
VeRO notice of IP infringement
+ Assurance
+ User Agreement
+ Fraud Protection Insurance
» Risk Mitigation and Infrastructure
+ Industry practices (SSL, etc.)

4 2
29 =
Bl | [Ensure/ /2

S 3

Trust Establishing Services

+ Witness Related Services
+ [eedback Forum
+ Tradenable escrow
+ Product authentication

Expert/Authority Services
ID Verify from Equifax
Product Opinions & Grading
Product Appraisals
Privacy Policy
TRUSTe seal

Introduction Services

+ |dentify reliable providers of feedback

Establish
Trust




Trust Decisions) o ComplieteraniciSeciion

» Discovery

2

L 2

2

2

L 2

2

|dentity

Value of goods/services
Vendor reliability

Rules of engagement
Credit worthiness
Authorization to commit

» Negotiation & Order

L 2

2

L 2

2

Product fit

Negotiation criteria
Cultural issues

Quality assurance
Viability of seller
Applicable exchange rate
Order verification

+ Fulfillment

L 2

2

Customer services
Shipper reliability
Transfer of responsibility
Quality control
Applicable standards
Tariffs & customs

+ Sefttlement & Compliance

L 2

2

L 2

2

Governing laws
Agreement

Payment method
Non-compliance protection
Disputes

Recourse

Transaction reversal




Trusted Seals Online
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Gomez.com ComputerVeneomzatiing

] (7

MY GOMET =>> Become a Member O Login

Computers
> Scoracard Top Internet Computer Stores for Summer 2000 ranked by
Compare Features Overall Score.

Savings Firm
Consumer Feedback BUY.COM {review)
Consumer Ratings MECH Direct (review)
Industry Forum COW [review)
FAG Egahead.com (review)
Computers4sure [reviewh
PCMall.com fraview)
PC Conmection (review)
eLost.com [review)
. DUEPOSL.COM (review)
Find a Gomez offer 10. 1 & R Music and Computer
World (review)
11. Zones.com (revew)
12. MicroWarehouse (review)
ﬁﬂ"ﬂlﬁf"" 13. Incight {review)
erring friends :
to Comes 14, Computability (review)
o ¢ Tod TOBEE i 15. TigerDirect {review)
16. firstsource.com {review)
17. Circult City (review)
HQ"'?‘ MFLH ot 18, MeutronUSA {review)
aw da you abol 19. ComplJSA {review)
e-CoMMErEe Shops thet 20. HardwareStregl.com (review)

sell your e-rmeil address? 3
Which staternenk best View all firms...

Which is the best site
by
Overall Score
Ease O Lise
Customer Canfidence
On-5ite Resaurces
Ralationship Sarvicas

]

Find Computer L .
Which is the best site
for the:
Firat-Time Buyer
Bargam Hunkar
Sarious Shoppear

1.
2.
3.
4.
5.
f.
7.
B.
9
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Expert/Autherity: Gomez

MY GOMEZ =>>> Become a Member O Login

G Merchant Certification

= Find a Certifiad r;x.‘-h Firm:CDW
Site r Review: W i
Learn about Date:5/4/2001
Certification
Request for Gomez certifies that COW has met the minimum standards for
Certification Merchant Certification. Gomez Certification is a review of site
“shoppability™ and our seal confirms that the merchant has a
reasonable Internet store. Particular criteria include a review of
Find a Gomez offer customer service accessibility, secure server transaction system,
and a clear statement of privacy and return policies.

Quick Poll Criteria Reviewed
Mext tirme you buy & H Reasonable Access to Customer Support (Fhone or E-Mail)
men;:.ii"iﬂ pallRe) g FaL)/Help/Customer Service
Published Privacy Policy

your real estate agent? H Accepts Multiple Credit Cards
- ﬂ H Secure Server Transaction

H Shopping Cart That Totals an Order

H Published Return Policy

H Performance Metrics -- Low Site Fallure

While Gomez cannot guarantee you will be completely satisfied
with your shopping experience or the product or services of CDW,
the Gomez staff has reviewed this merchant and it is cur expert
opinion that this merchant has at least a satisfactory online store.

Gomez has awarded CDW three stars after reviewing the store's
Privacy Policy, Return Policy, Customer Service response me and
web site performance metrics.

H E-Mail Response Time {24-Hour)

H Performance Metrics vs. Industry Average
H Privacy Policy Evaluation

O Return Policy Evaluation

H Gift Certificates

H Store provides tech support




Gomez.com Service ferESiaiiSinieRanE
Ensuring Trust

Trust Ensuring Services
+ (Governance
+ Assurance
» Satisfaction guarantee 30 days+
» Risk Mitigation and Infrastructure

» Shopping cart technology w. totals
+ Secure server transactions

Trust Establishing Services

Witness Related Services
+ Site failure <5%
+ Responds to e-mail <24 hours
+ Site perfermance > industry avg.
Expert/Authority Services
*FTC and BBB
*Accepts multiple credit cards
Publishes Privacy policy
States will not sell customer data
Publishes Return policy
Publishes FAQ/Help
Sell/buy gift certificates online
Offers live technical support

Introduction Services




Trust Decisions, SUpReIEdNINAE

» Discovery

2

L 2

2

2

L 2

2

|dentity

Value of goods/services
Vendor reliability

Rules of engagement
Credit worthiness
Authorization to commit

» Negotiation & Order

L 2

2

L 2

2

Product fit

Negotiation criteria
Cultural issues

Quality assurance
Viability of seller
Applicable exchange rate
Order verification

S0INEZ

COIN

+ Fulfillment

L 2

2

Customer services
Shipper reliability
Transfer of responsibility
Quality control
Applicable standards
Tariffs & customs

+ Sefttlement & Compliance

L 2

2

L 2

2

Governing laws
Agreement

Payment method
Non-compliance protection
Disputes

Recourse

Transaction reversal




Witness: BizRate.com

ElzRater s
HewtCard

WVisa

YOUR ACCOUNT | HELP | WHAT 0D YOU THINK OF CUR SITE?

Store Ratings

Store Profile and Customer Evaluation

Search Now

Compare Storas In:
Departments
Apparel
Books & Magazines
Computer Hardware
Computer Softwara
DVDs & Videos
Electronics
Food & Drink
Gifts & Flowers
Health & Beauty
Home & Garden
Music
Office Supplies
Pets & Hobbies
Sports & Outdoors
Toys & Video Games
Services
Auctions
Automative
Personal Finance
Travel & Leisura

CDW Computer Centers
) Rated by 25000+ customers
‘Ef'j' S s o
reas™ TniE Continuously Customear Carfified sinca
Overview - Customer Ratings below are updated weekly!

. Cverall Rating Description:
£ &Y COW Computer Centers, Inc. offers campl

Br
Product Selection

F— Eass of Ordesing
a
be

8.0

Product Information
@ Ba

s Price
8.5
\'Rul ‘Website Performance
Br
{;_[} On=lirme Dwlivery
a9
T Product Representaticn
d . =R
i Customer Support
BB
[T Order Tracking
8.5

= Shipping & Handling

Features and Services

Ordering Methods Supporbed
v Orlire
Ermail
+ Phiore (847) 465-8000
B Toll Freses {BOHY) B26-4.239
Fax

Special Features
" Customes info is Aksays Confideritial
Caorifidential by Customer Recues
7 Live Cuslomes Servios Rep.
Auaiable 24 Hours a Day
# Ordine Crder Tracking Syslem
w Dirlire Ordaring Shopping Carl
" Seoure OrdaningPayment
" Search on Site
Wiows st Register
Gill Servioes
Orea-Click Ordeirg
Guaranlsed Seourily




BizRate.com SenvicereiREstanlishinepane
Ensuring Trust

Trust Ensuring Services Trust Establishing Services
+» Governance + Witness Related Services

Ease of ordering
+ Assurance Product selection

+ Risk Mitigation and Infrastructure Froduetinfosmzion
Price
Website performance
On-time delivery
Product presentation
Customer support
Order tracking
Shipping & Handling

» Expert/Authority Services
Introduction Services




Trust Decisiens; Supp

» Discovery

2

2

2

2

2

2

|dentity

Value of goods/services
Vendor reliability

Rules of engagement
Credit worthiness
Authorization to commit

» Negotiation & Order

2

2

L 2

2

Product fit

Negotiation criteria
Cultural issues

Quality assurance
Viability of seller
Applicable exchange rate
Order verification

Ol EANNVNSIZARAENCON)

+ Fulfillment

L 2

2

Customer services
Shipper reliability
Transfer of responsibility
Quality control
Applicable standards
Tariffs & customs

+ Settlement & Compliance

L 2

2

L 2

2

Governing laws
Agreement

Payment method
Non-compliance protection
Disputes

Recourse

Transaction reversal




Witness: ePublicEye.com

by ) -
cpubliceye DEALS!

v b

Saburdary June 2, 2001

* Click for standards used to award seal

CDW Computer
Centers, Inc.

symbols o i
Business Address: Y tatal ratings

200 M. Milwaukeas
Ave. i T Seere

Warnon Hills, IL. Total SBalisfacton Rating BE.00%
GO0E1. Maragemarit Ascossibility 92.50%
Us Payment Process 94.55%
Satisfaction with Claims ars1%
On=time Dulivery

Customer Support 85.00%
Comparative Prices 82.50%
Ease of ReturnsiRefunds T3.53%

E
]

Wiy s T T

Customer Service
Gina M. Caballercs
847 BOO-B00-4235
shilesfeduw. com

& TFFT

Privacy Experiance 72.50%
Customer Loyalty a7.51%

Safedy Basis: 4 repoit]s) I Assumance Leved : Far

reliability report

Help meske the web & safer place o shop. Aler your purchase, please ke a moment to rate your shopping
eaperiencs wilh COW Campuber Canbars, Ine. . To rale (his merchsant
Click Here

THTTTT . CFTT
WWWWWEWWTT

i
LT

b ki Bd b Ba Bt Bs b2 s B

General Information 3 Privacy Policy:

Coushesmer diata s used For inte el

B UEL: bt Meea .o ] purpioes only, il is nol shaed ar sold,

b In Bisiness Sinos: 1964 Privacy Policy i published an he websile
b Manilorsd Sinoe: 1605

b Coresdil Card Fraud Pralecied Yes

b Retum Policy: Mol Updated

b Relum Tenms: Ask menchant for details,

[ Primary Customer Support Method:




ePublicEye.con SernviceloifES jnlinlef ziric)
Ensuring Trust

Trust Ensuring Services Trust Establishing Services
+» Governance + Witness Related Services

Management Accessibility
+ Assurance Payment Process

+ Risk Mitigation and Infrastructure Satisfaction with Claims
On-time Delivery

Customer Support
Comparative Prices
Ease of Returns/Refunds
Privacy Experience
Customer Loyalty
Safety Basis
» Expert/Authority Services
+ Privacy Policy
+ Assurance Level
+ Introduction Services




Trust Value off WitnessWSEXERyANIGIIAY

bli
Gy ICBYe

Your guide o e-businesses vou o

Trustworthy: Meschanis monitored 24 hour a day by an indapandent third party

Reliability: Customer safisfaction and reliability rated by merchant’s actual customers

Full Disclosure: Merchants agree to allow full reparting of their record Including all comments
Confidence: Consumers empowearad by access 1o past consumer axpanances

¢PublicEve BEBB Web
Ao Ol Trusi

Customer Yes

satisfaction

ratings

Mearchants rated

by actual
Cconsumers

Fealures

Full access to
customer
satisfaction
reports
integrated privacy
& raliability
manitoring
Merchants
maonitored 24
Hours a day

instant recording Yes No No

of consumear

reports

Reports updated Instantly * Periodically Ouarter]ly
Background Limited Maoderate Extensive
checks

Cost to Fres Free Free
CONSUMEers

Cost to merchants %1595/ ma. SAO0-S5000 51000+
Credit card fraud Yes Mo Mo
protection

Number of Owver 15,000
members



Trust Decisions! SUpRortedNy
ePublicEye.cam

» Discovery + Fulfillment

|dentity

Value of goods/services
Vendor reliability

Rules of engagement
Credit worthiness
Authorization to commit

Negotiation & Order

Product fit

Negotiation criteria
Cultural issues

Quality assurance
Viability of seller
Applicable exchange rate
Order verification

Customer services
Shipper reliability
Transfer of responsibility
Quality control
Applicable standards
Tariffs & customs

Settlement & Compliance

Governing laws
Agreement

Payment method
Non-compliance protection
Disputes

Recourse

Transaction reversal




Consolidated Semnvices et ESiapINS

Ensuring Trust inr CBDV:

Trust Ensuring Services
+ (Governance
+ Assurance
» Satisfaction guarantee 30 days+

» Risk Mitigation and Infrastructure
+ Shopping cart technology w. totals
+ Secure server transactions

Trust Establishing Services
* Witness Related Services

>

>
>
L2
L2
L2
L2
L2
L2
L2
L2
L2
L2
L2
L2
>
>
>

Website performance

Site failure <5%
Customer support
Management Accessibility
Responds to e-mail <24 hours
Product selection

Product information

Price

Ease of ordering

Order tracking

Shipping & Handling
On-time Delivery
Payment Process
Satisfaction with Claims
Ease of Returns/Refunds
Privacy Experience
Customer Loyalty

Safety Basis

Expert/Authority Services

* * * * * * * * *

L2

*FTC and BBB

*Accepts multiple credit cards
Publishes Privacy policy

States will not sell customer data
Publishes Return policy
Publishes FAQ/Help

Sell/buy gift certificates online
Offers live technical support
Privacy Policy

Assurance Level

Introduction Services




Consolidated TSt DECISICISESHgnItETNo)]
CDW

» Discovery + Fulfillment

|dentity

Value of goods/services
Vendor reliability

Rules of engagement
Credit worthiness
Authorization to commit

Negotiation & Order

Product fit

Negotiation criteria
Cultural issues

Quality assurance
Viability of seller
Applicable exchange rate
Order verification

Customer services
Shipper reliability
Transfer of responsibility
Quality control
Applicable standards
Tariffs & customs

Settlement & Compliance

Governing laws
Agreement

Payment method
Non-compliance protection
Disputes

Recourse

Transaction reversal




PKI Services for EstanlishneraneNEnsiniine
Trust

Trust Establishing Services
+ Governance + \Witness Related Services

» PKIl allocates roles and obligations + PKIl validates current status of
between all PKI participants certificates
» Expert/Authority
+ PKI establishes trust in the authenticity
of all parties

Trust Ensuring Services

+ Assurance
+ PKI guarantees the accuracy of the
certificate

» Risk Mitigation and Infrastructure » Introduction

PKI introduces certificate holders to

+ PKI reduces security and transaction ’
each other

risks

Verification
Decision Initiation
5
<&
e

ASiH

Ensure

ainjonnseljuy
Alunoag

uswauley




Discovery

ldentity

Value of goods/services
Vendor reliability

Rules of engagement
Credit worthiness
Authorization to commit

Negotiation & Order

Product fit

Negotiation criteria
Cultural issues

Quality assurance
Viability of seller
Applicable exchange rate
Order verification

Trust Decisions; SUppeiteaNy Nl

Fulfillment

» Customer services
Shipper reliability
Transfer of responsibility
Quality control
Applicable standards
Tariffs & customs

Establish

; Trust

Settlement & Compliance
Governing laws
Agreement
Payment method
Non-compliance protection
Disputes
Recourse
Transaction reversal




PKI and! Privacy/

Good News Bad News

» Confidentiality services » |dentity authentication
protect privacy services disclose behavior

Privacy requires a PKI that protects the anonymity of content




Your Opportunity: terkneMAVIliNIENe
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On the Internet everyone knows if you are a dog.




Trust/ ¢ Workshop, Strategy ¢ Process Develop. Prod Selection
PKI & Requirements e Trust & Implementation
~ Privacy * Trust * PKI « Trust
~ Security * PKI * Privacy * PKI
* Privacy « Security * Privacy
* security * Awareness & » Security
¢ Policy Definition Training
e Trust e Trust
* PKI * PKI
* Privacy e Privacy
» Security » Security
* Architectures &
Solution Design
» Trust
* Privacy
* PKI
» Security

Hosting

Intrusion
Detection

Incident
Management

Security
Integrity &
Advisories

Managed
Firewall

Virus services




Questions?

Alex Todd
Senior Trust Solutions Consultant
Global Trust Acceleration Center
IBM Global Services
atodd@ca.ibm.com
416-410-4754




ePost.ca Services
Ensure Trust

Trust Ensuring Services Trust Establishing Services
» Governance » Witness Related Services

» Assurance » Expert/Authority Services
» Risk Mitigation and Infrastructure Electronic Postmark - security
» Encryption Brand (banks/Canada Post)
+ Firewalls Privacy policies
Opt in/out control
Privacy seals

Introduction Services

Verification
Decision Initiation




